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Key Purpose and Objectives 
  
To fulfil the College’s obligations under the Data Protection Act 1998 
 
 
Key Responsibilities 

The key responsibilities are for: 
 Governors 
 Vice Principal Curriculum 
 Vice Principal Learner Services 
 All Managers 
 All  Staff 
 Any 3rd party under contract and or self-employed / volunteers 

 
 
Policy and Legislative Connections 
The College policies and guidelines which should be reviewed in conjunction with this policy 
include: 
 Social Media Policy  
 Freedom of Information Policy 
 Information Security Policy 
 Archiving Policy 
 Privacy Impact Assessment (PIA) guidance 
 Disciplinary Policy 

 
 
 
 
Review cycle Every 2 years 
New review June 2017 
Next review by Data Protection Officer 
Distribution All Staff 
Approving body Business Success 
Equality Analysis complete  To be Completed 
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1. Our responsibility 

The Data Protection Act 1998 regulates the processing of personal data by Central College 

Nottingham (the College) is committed to upholding the Act and seek to implement privacy by design 

approach to minimise any privacy risks. Taking privacy by design approach is an essential tool in 

minimising privacy risks and building trust. Privacy by design is an approach to projects that promotes 

privacy and data protection compliance from the start or at the early stages of planned projects by  

• Building new IT systems for storing or accessing personal data; 
• Developing legislation, policy or strategies that have privacy implications; 
• Embarking on a data sharing initiative 
• Using data for new purposes. 

 Designing projects, processes, products or systems with privacy in mind at the outset can lead to 
benefits which include: 

• Potential problems are identified at an early stage, when addressing them will often be simpler 
and less costly. 

• An Increased awareness of privacy and data protection across an organisation.  
• Organisations are more likely to meet their legal obligations and less likely to breach the Data 

Protection Act. 
• Actions are less likely to be privacy intrusive and have a negative impact on individuals.  
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Personal data is data relating to a living individual who could be identified from that data alone, or with 
other data held by the College or which the College are likely to receive.  Opinions about the 
individual or expressions of intentions towards them, is included in this definition.  The 1998 Act 
regulates the “processing” of personal information which has a very broad meaning and includes 
obtaining, storing, viewing, using, updating, disclosing and destroying any data held electronically, in 
structured manual records and to a limited extent (but not in relation to human resources data) to 
unstructured manual records. The College is committed to using personal data responsibly to protect 
and keep secure from loss or destruction. The College will strive to show transparency about the 
privacy practices, by continually reviewing and implementing necessary best practice policies and 
procedures, which will meet the strong expectations of the service user. 

 
This policy outlines the responsibilities of employees who deal with sensitive personal data as part of 
their duties. The aim of this policy is to manage organisational risks when data is used for both 
business and personal use, and to ensure that its use is acceptable to avoid bringing the College into 
disrepute. It forms part of the College policy on communication and use of IT. 

 
The 1998 Act gives rights to individuals about whom information is processed and imposes 
obligations on the College, when handling such information. The College will comply with the Data 
Protection Principles which are set out in the 1998 Act, including any amendments to the Act as 
passed by Parliament or EU Regulatory laws.   

 
This policy does not form part of the formal contract for education. It is a condition of employment that 
staff will abide by the rules and policies made by the College at all times, and any failures to follow the 
policy will result in disciplinary proceedings. All staff is therefore required to handle data held in any of 
the records or systems in accordance with this policy and in any other College policies concerning the 
handling of data.  The policies and procedures can be found on the staff net page of our website. 
www.centralnottingham.ac.uk. This policy applies to all personal information collected by or provided 
to the College, including any personal information provided to us on the College’s recruitment 
“Application Form”.  
 
This policy does not form part of the formal contract for employment or enrolment. 

It is a condition of employment that staff will abide by the rules and policies made by the College at all 
times, and any failures to follow the policy will result in disciplinary proceedings. All Staff are therefore 
required to handle data held in any of the records or systems in accordance with all College policies 
concerning the handling of data.   

The requirements the College have for processing personal data are recorded on the public register 
maintained by the Information Commissioner.  The College notify and renew the notification on an 
annual basis as the law requires.  If there are any interim changes, these will be notified to the 
Information Commissioner within 28 days. 

The name of the Data Controller within the organisation as specified in the notification to the 
Information Commissioner available: https://ico.org.uk/about-the-ico/what-we-do/register-of-data-
controller 

 

 

http://www.centralnottingham.ac.uk/
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2. Key Responsibilities 

Although this policy refers to employees throughout, the College is aware of its wider responsibilities 
to provide a positive working environment for all who work on the College premises. Whilst this policy 
applies to all employees the extended definition of employee for the purposes of this policy includes 
not only those engaged under a contract of employment but a more broader definition which includes 
any representative of the College, whether paid, unpaid or who is performing an activity on behalf of 
the College and who has access to personal data. The College takes the confidentiality of all personal 
information seriously and consequently takes all reasonable steps to comply with the principles of the 
Data Protection Act 1998, and subsequent guidance issued by the Office of the Information 
Commissioner.  The College actively seeks to identify and mitigate potential risks at an early stage by 
the implementation of Privacy Impact Assessments for any new or planned projects. 

The College aims to collect personal information only in order to meet legitimate purposes, and to 
retain that information only for as long as those specific purposes remain valid. Ordinarily, the College 
will not pass individualised personal information to any third party unless given the data subject’s 
explicit consent or permission or the where exemptions apply. Data includes anything that can be 
attributable to an individual irrespective of format and e.g. includes still and moving images, audio 
recordings. The College has entered a contract with members of the public applying as students, or, 
potential employees, in addition to current or previous students and employees. In line with the Data 
Protection Act 1998 principles Central College Nottingham will ensure that all personal data will: 

• Be obtained fairly and lawfully and shall not be processed unless certain conditions are met 
• Be obtained and processed for its specified purpose only 
• Be adequate, relevant but not excessive 
• Be accurate and kept up to date 
• Not be held longer than necessary 
• Be processed in accordance with the rights of data subjects 
• Be subject to appropriate security measures 
• Not to be transferred outside the European Economic Area (EEA) 

 
The Personal Data Guardianship Code suggests five key principles of good data governance on 
which best practice is based. The organisation will seek to abide by this code in relation to all the 
personal data it processes.  

• Accountability: those handling personal data follow publicised data principles to help gain public 
trust and safeguard personal data.  

• Visibility: Data subjects should have an absolute right of access to the information about 
themselves that an organisation holds. This includes the right to have incorrect personal data 
corrected and to know who has had access to this data, and the right to have that data removed 
or destroyed. 

• Consent: The collection and use of personal data must be fair and lawful and consent given 
freely and in accordance with the DPA’s eight data protection principles. Personal data should 
only be used for the specified purposes agreed by the data subject. If personal data is to be 
shared with a third party or used for another purpose, the data subject’s consent should be 
explicitly obtained again. 

• Access: Everyone should have the right to know the roles and groups of people within an 
organisation who have access to their personal data and who has used this data.  

• Stewardship: Those collecting personal data have a duty of care to protect this data throughout 
the data life span and where necessary be provided with the resources required to do so. 
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3. Purpose 
 
Central College Nottingham processes personal data to enable us to fulfil the contractual obligations, 
salary and benefits, holiday and sickness, funding claims, performance and achievement, Equality 
Diversity and Inclusion, Health & Safety, accident reports disciplinary, provide education, support and 
advice to the students and clients, to promote the services, for publications, financial and staffing 
records, and other statutory obligations. Processing of this data also includes the use of CCTV in 
order to monitor and maintain the security of the premises and for the prevention or detection of 
crime. 

 
4. Links to Legal requirements  

The College will adhere to its obligations under the legislation relevant to the use and monitoring of 
electronic communications, which are predominantly the Regulation of Investigatory Powers Act 2000; 
the Telecommunications (Lawful Business Practice) (Interception of Communications) Regulations 
2000; the Communications Act 2003; Data Protection Act 1998; the Human Rights Act 1998; the 
Defamation Act 1996 and the Equality Act 2010 

 
5. Criminal actions 

 
It is a criminal offence under the Data Protection Act 1998 for members of staff to alter, deface or 
remove any record (including e-mails) following receipt of an information request.  The College will take 
necessary action against any individual who is found to have carried out this act, which may result in 
disciplinary or legal action. 

 
 

6. Complaints 
 
Any comments or complaints will be dealt with through the College complaints procedure.  The 
College will maintain records of all complaints and their outcome.   
 
If on investigation the College’s original decision is upheld, then the College has a duty to inform the 
complainant of their right to appeal to the Information Commissioner’s office 
https://ico.org.uk/concerns 
 
 
All staff / governors / volunteers / contractors have responsibilities to abide by the policy 

Breach of this policy will result in disciplinary action and where necessary dismissal as outlined in the 
contracts. Any member of staff who considers that the policy has not been followed in respect of 
personal data about themselves should raise the matter with the Human Resources Department.  If 
the matter is not resolved by the Human Resources Department within the agreed time as set out in 
the disciplinary policy, you should raise the matter as a formal complaint via the Data Protection 
Officer. Where students wish to raise a complaint regarding the use of their data they are able to do 
so via the Data Protection Officer  

Any person who is unclear as to their responsibilities under this Policy, or is concerned that data is not 
being handled according to this Policy should contact the DPO in the first instance. 

 

 

 

 

https://ico.org.uk/concerns
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7. Policy Implementation 
 
To meet the responsibilities Central College Nottingham will: 

• Ensure any new or planned projects that involve Personal Data are preceded with a PIA 
• Ensure any personal data is collected in a fair and lawful way; 
• Gain explicit consent where required 
• Explain why it is needed at the start; fair processing statement 
• Ensure that only the minimum amount of information needed is collected and used; 
• Ensure the information used is up to date and accurate; 
• Review the length of time information is held; 
• Ensure it is kept safely; 
• Ensure the rights people have in relation to their personal data can be exercised  
• Dispose of data in adequately and without delay of requirements 
• Ensure that anyone managing and handling personal information is trained to do so.  
• Ensure that anyone wanting to make enquiries about handling personal information, whether a 

member of staff, volunteer or service user, knows what to do;  
• Any disclosure of personal data will be in line with the procedures. 
 

8. Training 
 
Training relating to responsibilities and awareness of data protection and how it is following within 
Central College Nottingham will take the following forms: 
 
• On Induction – as part of Induction Passport: 

1. Online Data Protection Induction 
2. Information Security 

 
8.1 Training other: 

 
1.  Annual on line testing 
2. In house DPO annual risk assessment and audits 
3. Generic training to suit individual areas of expertise 
4. DPO in post to monitor / supervise and support compliance and raise awareness 

 
9. College Policies and Legislative Connections  

 
1. Social Media Policy  
2. Freedom of Information Policy 
3. Information Security Policy 
4. Archiving Policy 
5. Privacy Impact Assessment guidance 
6. Disciplinary Policy 
 

10. Collection and processing of personal information 
 
Before personal information is collected, the College will consider: 

• The necessity for a Privacy Impact Assessment 
• The legality of the collection / processing 
• What data is necessary for the  purposes   
• How long the College will use the data 
• Who will have access to the data 
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The College will be clear, transparent and have a demonstrable understanding of the critical data it 
collects. The College will be open and honest and inform data subjects of their rights and promises to 
meet the expectations of individuals in protecting their data. 
 
The College will take relevant and necessary steps to protect this data from corruption damage or 
loss and ensure this data is kept up to date and accurate via annual student contact, liaising with 
internal bodies i.e. Exams. 

The College will only use the information for its intended purpose and where 3rd party access is 
required then explicit consent will be sought and gained before sharing. However the College will 
impose appropriate exemptions in line with DPA 1998. The College will not without explicit consent 
use data for Direct Marketing purposes. 

11. Personal Profiling 

The College will allow all data subjects the absolute right of refusal for the use of personal profiling in 
relation to automated decision processing. 

12. Duty of Care 
 
The organisation will take steps to ensure that personal data is kept secure at all times against 
unauthorised or unlawful loss or disclosure. Any unauthorised disclosure of personal data to a third 
party by any staff member may result in disciplinary or legal action. 
 

13. Data Security 
 
The College will ensure personal information is protected from unauthorised viewing  and from loss 
(including computer documents, emails and paper copies by ensuring staff are provided with 
adequate awareness training and follow guidelines set out in the DPA 1998 code of practice:- 
 
• Use lockable cupboards (restricted access to keys) 
• Password protection on personal information files 
• Setting up computer systems to allow restricted access to certain areas 
• Not allowing personal data to be taken off site (as hard copy, on laptop or on memory stick) 

without adequate safeguarding i.e. encryption 
• If personal data can be taken off site, in which forms (paper, memory stick, and laptop) and give 

instruction to staff about keeping it safe 
• Back up of data on computers (onto a separate hard drive / onto tapes kept off site) 
• Password protected attachments for sensitive personal information sent by email 
• Robust and trustworthy IT security features  
• Robust secure on site IT storage facility 
• Ensure all disposals of data are correctly destroyed using accredited organisations and document 

all certification. 
• Ensure the use of confidential waste receptacle’s 
• Carry the  annual Data Protection Risk Assessments across sites 
• Ensure data is not shared without the explicit consent of the subject 
• Take measures to ensure safe transfers of data outside of the EU/EEU where cross border 

sharing is necessary 
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14. Subject Access Requests / and data subjects rights 
 
Anyone whose personal information the College processes has the right to know: 

• What information the College hold and process about them 
• What the College use this data for 
• How to gain access to this information 
• How to keep it up to date 
• To receive this data in a clear audible format 
• To receive this data within 40 working days 
• Data Subjects have the right to prevent processing of their personal data in some circumstances 

and have the right to correct, rectify, block or erase information regarded as incorrect or withdraw 
consent for its use. 

• To be informed of any miss use or loss of this data within 24hrs 
 

Individuals have a right under the Act to access certain personal data being kept about them on 
computer and other files.  Any person wishing to exercise this right should apply in writing to: 
 enquiries@centralnottingham.ac.uk  or via the College website. The College does not currently make 
a charge for this facility. 
In order to ensure the College has met the Security requirements of the DPA 1998. The following 
information will be required before access is granted: (relevant identifying details including, Full name, 
Date of birth, National insurance number. The College may also require proof of identity. The 
following forms of ID will be acceptable: birth certificate, passport, Council tax letter. 

Subject Access Requests will be dealt with politely and in line with the DPA recommended 
timescales. The College will aim to comply with requests for access to personal information as soon 
as possible, but will ensure it is provided within the 40 working days required by the Act from receiving 
the written request, in a clear format that is easily understood and in a format suitable for the 
requesters needs. The College may request further details to clarify the exact requirements prior to 
the start of the 40 working days. 

15. Data Sharing 

There are occasions when it is necessary for the College to share data with other organisations or 
people and where consent is required the College will seek and gain this from the Data Subject 
except where exemptions apply i.e.: 

• In order to fulfil legal obligations 
• Pay and benefit details HM Revenue and Customs 
• UK Border Control 
• Police or other Law enforcement or investigatory institutions 
• Professional bodies i.e. solicitors. GP,s Child protection 
• Other Educational bodies or institutions 
• Futures or Connexions 
• Skills Funding Agency 

 
For full list of exemption see: https://ico.org.uk/.../information_exempt_from_the_subject_access_right 
Details of the main funding partner organisations are available at: 

http://skillsfundingagency.bis.gov.uk/privacy.htm; 
http://www.learningrecordsservice.org.uk/documentlibrary/documents/Code+of+Practice+or+Sharing+
of+Personal+Information.htm; http://www.dwp.gov.uk/privacy-policy; 
http://www.education.gov.uk.  http://www.hefce.ac.uk/contact/freedomofinformation/  

mailto:enquiries@centralnottingham.ac.uk
http://skillsfundingagency.bis.gov.uk/privacy.htm
http://www.learningrecordsservice.org.uk/documentlibrary/documents/Code+of+Practice+or+Sharing+of+Personal+Information.htm
http://www.learningrecordsservice.org.uk/documentlibrary/documents/Code+of+Practice+or+Sharing+of+Personal+Information.htm
http://www.dwp.gov.uk/privacy-policy
http://www.education.gov.uk/
http://www.hefce.ac.uk/contact/freedomofinformation/
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16. Data Disposal 
 
The College will endeavour to dispose of Data in line with the College Data Retention Period where 
possible or in line with the DPA recommended timescales when the data has ceased its intended 
purpose. Once the retention period has elapsed, the College will ensure that any information is 
destroyed by secure means, i.e. by shredding, pulping or burning for hard copy, deletion etc. for 
electronic/digitised copy. While awaiting destruction, information will not be kept in any insecure 
receptacle (e.g. waste bin or confidential waste sack, or non-password-protected PC etc.). The 
College always use a reputable ISO Accredited company and obtain a destruction certification. The 
College will aim to limit access controls, redact or anonymise any sensitive data collected and 
processed in order to reduce the risk of harm or distress to the individual. 
 

17. Data security breach management procedures 
 

The College takes the risk to security loss very seriously and adheres to the legal framework set down 
by the Information Commissioners Office. The College has a Breach Management Protocol which is 
overseen by the DPO who will respond and manage effectively and in line with the seventh principle 
of the DPA 1998. 
 

• Containment and recovery – the College will respond to the incident immediately which 
includes a recovery plan and, where necessary, implement procedures for damage limitation. 
• Assessing the risks – the College will assess any risks associated with a breach, as these 
could affect any procedures after the breach has been contained. In particular, the College will 
assess the potential adverse consequences for individuals; how serious or substantial these are; 
and how likely they are to re occur. 
• Notification of breaches – the College will inform a Subject about an information security 
breach within 24hrs including, ICO; other regulatory bodies; other third parties such as the police 
and the banks; or the media. 
• Evaluation and response – the College will investigate the cause of the breach and also 
evaluate the effectiveness of any response made. If necessary, the College will update its 
policies and procedures accordingly. 

 
 

What is a Data Security breach? 

A data breach may happen for a number of reasons: 
• Loss or theft of data or equipment on which data is stored 
• unauthorised access 
• Equipment failure 
• Human Error 
• Unforeseen circumstances such as fire or flood 
• Hacking Attack. for example phishing  
• Blagging offences (where information is obtained by deceiving the organisation who holds it) 
• Wilful neglect or intentional corruption for criminal gain 

However if a breach occurs the following steps must be taken: 
• Contact the Data Protection Officer (DPO) or your line manager immediately the loss is 

known 
• Contain further loss  and attempt recovery where possible 
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• Assess if there is an ongoing risk and take steps to mitigate these 
• The Data Protection Officer will, if appropriate, notify the ICO of a potential breach. 
• The next steps will include response and an evaluation of the breach and how to avoid in 

future 

 Duty of care 

The College will take all necessary measures to protect the personal data it processes against 
unauthorised or unlawful processing and against accidental loss, destruction or damage.  
 
The College will ensure personal information is protected from unauthorised viewing  and from loss 
(including computer documents, emails and paper copies) by ensuring staff are provided with 
adequate awareness training and follow guidelines set out in the Data Protection Act 1998code of 
practice:- 
 
Training relating to responsibilities and awareness of data protection and how it is followed within 
Central College Nottingham will take the following forms: 
 

• On Induction – as part of Induction Passport: 
• Online Data Protection Induction 
• Information Security 
• Generic training to suit individual areas of expertise 

 
The Data Protection Officer will monitor, supervise and support compliance and raise awareness  
The College will take the following measures to mitigate any risk of loss by: 
 

•  Mandatory on line testing 
• The use of Data Protection risk assessment and audits on an annual basis 
• Producing and implementing robust policies and procedures 
• Establishing communication and reporting networks 
• Using lockable cupboards (restricted access to keys) or storage in lockable rooms 
• Password protection where personal data is concerned 
• Not allowing personal data to be taken off site (as hard copy, on laptop or on memory stick) 

without adequate safeguarding i.e. encryption 
• If personal data can be taken off site the college will determine, in which forms this may be 

taken (paper, memory stick, and laptop), providing instructions to staff about keeping it safe 
• Back up of data on computers (onto a separate hard drive / onto tapes kept off site) 
• Password protection for sensitive personal information (including attachments) sent by email 
• Using robust and trustworthy IT security features  
• Ensuring robust secure on site IT storage  
• Ensuring all disposals of data are correctly destroyed using accredited organisations and 

documenting certification. 
• Ensuring appropriate use of confidential waste receptacles 
• Carrying out  annual Data Protection Risk Assessments across sites 
• Ensuring personal data is not shared without the explicit consent of the subject 
• Ensuring access controls are relevant to staffing needs, reviewing as  required 
• Taking measures to ensure safe transfers of data outside of the EU/EEU where cross border 

sharing is necessary 
• Email and fax security guidance as a part of the college security policies 
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Containment and recovery 
 

The College takes all Data Security Breaches extremely seriously and will deal with them as such. 
The College DPO will take the lead on all breaches who will liaise with the relevant specialists across 
the College, liaise with the ICO and external stakeholders where necessary. The College will provide 
reasonable resources to support this. The DPO will: 

• Analyse the data loss and the risk of harm or damage – this may be financial, reputational or 
personal 
• Establish the contacts required to contain and recover 
• Establish the possibility of recovery or mitigating factors 
• Inform the relevant person/s or authority 
 

Assessing the risk 

The College understands that not all data security breaches will lead to risks beyond possible 
inconvenience to those who require the data to do their job. An example may be a laptop that is 
beyond economical repair, but files were backed up and recoverable. This would be a less substantial 
risk, however would still require consideration and future action plan. The following considerations are 
taken when the College makes its assessment: 

• What type of data is involved? 
• How sensitive is the data for example does it include health, bank or credit card details? 
• Were security features in place for example Encryption? 
• How did the breach occur? Was the data stolen, lost or corrupted? 
• How could the data be used by a third party for example for financial gain? 
• How many individuals will be affected 1 or 1000? 
• Who are the individuals at risk -staff, students or suppliers? 
• What harm could come to those affected -physical, reputational or financial? 
• Are there wider considerations to consider for example risks to public health or loss of public 

confidence? 
• Who to inform - person/s, public authorities, media or the police? 

 
Notification of Breach 

The College understands the importance of notifying the relevant authorities and individuals of a 
breach in order to enable those who may be affected to take necessary steps of their own to protect 
themselves or to allow the appropriate regulatory bodies to perform any necessary functions, advice 
or take action. Under the DPA1998 the College has a legal duty to inform the ICO and any individual 
of any such breach within 24hrs. 
All known or suspected breaches must be reported to the DPO in the first instance immediately. 
Full details available: https://ico.org.uk/for-organisations/guide-to-pecr/security-of-services 
The Data Protection Officer will establish the risk level, liaise with the Vice Principal where appropriate 
and consider the following factors before notification is commenced  

• Are there any legal or contractual obligations to notify? 
• Can notification help meet the Colleges security obligations in regard to the DPA 7th principle 

(All data must be kept secure)? 
• Could notification aid the individual in mitigating any possible harm? 
• What is the most appropriate way of notification to meet the needs of the individual or the 

public interest? 
• Are there any notification issues that may lead to disproportionate enquiries? 
• What is the urgency of the notification against the method of the notification? 
• What will the notification contain?  
• What advice should be given and what else can we do/are doing? 
• Which contact details to provide – consider staff holidays and so on. 
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Where it is necessary to inform the ICO of a breach, the Data Protection Officer will provide the 
relevant facts of the breach and fully document the episode for auditable purposes, or public 
enquiries. This must include all details of measures in place or not, such as, 

• Privacy Impact Assessments (PIAs) 
• Non-disclosure Agreements  
• Encryption 
• Password protection 
• Firewall and other infrastructure security systems  
• Police / legal documentation 
• Potential or harm and damage caused 

Guidance is available: https://ico.org.uk/for-organisations/guide-to-data-protection/principle-7-
security/ 

 
 

Evaluation and Response 
 

The College understands the importance of evaluating the effectiveness of the response to a security 
breach. The College will analyse the breach from the cause, take mitigating actions and the outcome 
to help prevent further breaches occurring in the future. 
This may include: 

• Reviewing all or some of our existing policies 
• Any Legal responsibilities, or binding commitments imposed as a result of a breach  
• Updating Privacy Impact Assessments and Data Protection Risk Assessments 
• Communication networks and how we cascade this data to all 
• Training methods & information - how we communicate recommended future working 

practices 
• Improving systems and access controls 
• Improving methods of sharing data Improving weak areas of security 
• Raising staff awareness 
• Improving notification procedures 
• Continually reviewing and balancing data processing risks against Business continuity 
• Ensuring that the college accounts for any associated Costs to remain compliant 

Ensures adequate resources are in place to ensure all staff are able to remain compliant.  
• The Data Protection Officer will fully document the breach by way of a report and will make 

this available on request to the relevant body. 

 
18. Review 

 
This policy will be reviewed at intervals of 2 yearly to ensure it remains up to date and compliant with 
the law and current legislation. The College’s Data Protection Officer will attend regular training in line 
with the ICO guidance and amend policies where necessary.  
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